JOURNAL OF INFORMATION, KNOWLEDGE AND RESEARCH IN COMPUTER SCIENCE AND APPLICATIONS

THE STUDY OF DIGITAL SIGNATURE AUTHENTICATION PROCESS

1 UNNATI P. PATEL , 2 ASHA K. PATEL, 3 FALGUNI A. SUTHAR
1,2,3 Asst. Prof., Acharya Motibhai Patel Institute of Comp. Studies,
Ganpat Vidyanagar, Kherva-382711 Dist. Mehsana, Gujarat, INDIA
unnati.patel@ganpatuniversity.ac.in, asha.patel@ganpatuniversity.ac.infalguni.suthar@ganpatuniversity.ac.in


ABSTRACT— Digital signature technology is very important in today's e-commercial environment. With the development of Internet, digital signature becomes increasingly important for security because of his integrity and privacy. This document is to propose a sort of digital signature based on public key and private key. In this way, both the digital signature and to defend the illegal and replication interpolation of digital products are actually made. As signatures on paper, digital signature intend to keep a number of security assumptions. Methods of digital signature affixed by a single user have been defined and are widely used. But is it enough? What if a legal document requires witnesses and notary, or a contract needs the signatures of some officers?  This paper first shows the foundation for understanding digital signatures and how the security properties of integrity, authentication and non-repudiation are respected.
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I. What is Digital Authentication?
Digital authentication is beginning to be an essential part of doing business electronically. Increasingly, traditional authentication systems make greater use of electronic automation [3].So why the need for digital authentication? Perhaps one of the greatest benefits is the availability of computing a result of playing the same set of inputs repeatedly. Considering that persons acting as authenticators differ in their interpretation to establish the identity of a group or over time. Having a computerized method to prove the identity reduces the probability of false acceptance and false rejection. It also increases the likelihood of fraud detection. This allows greater confidence in the acceptance of credentials.
The use of a digital signature can be compared to the use of hand-written signatures. Additional benefits are available with the use of digital signatures: the use of mathematical and cryptographic techniques enable confidentiality, integrity and non-repudiation (neither party can deny the occurrence) of a transaction or access to resources. With any computer, digital signature can be duplicated easily and must be protected. Anyone with access to a copy or the original can also be argued that identity. Unlike some other forms of identification, digital signature is the most can not contain a recent photograph of your self as an additional means of trust, as is the case of driving licenses.
Digital certificates play the role of introducer in the digital environment. A digital certificate contains credentials about the new individual: a digital signature and some of the individual’s attributes, it also contains the digital signature of the introducer – possibly with a trust evaluation by the introducer of the individual.
II.  Why use a digital signature? 
The purpose of a digital signature is the same as your handwritten signature. Instead of using pen and paper, a digital signature using the digital keys (public key encryption). As the pen and paper method, a digital signature attributes the identity of the signer of the document and registers a binding commitment to the document. Unlike a handwritten signature, it is considered impossible to fake a digital signature as a written signature could be. The real value is to avoid the card and the storage of electronic data. 

To use the electronic signature software requires some initial configuration: you'll need a signing certificate [6]. If your company is commonly sign documents or need to verify the authenticity of documents, and digital signatures can help you save time and cost of paper handling. The website Digistamps and the software is designed to help you through the process and allow the convenience and power of digital signatures. 
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Fig.1. Block Diagram of Certification Process

III. What is a Digital Certificate?
In cryptography, public key certificate (or identity) is a certificate that uses the digital signature public key for the association of identity - information such as name of the person or organization, address, and so on. A certificate can be used to verify the public key belongs to the individual. 
In one type of public key infrastructure (PKI), sign the certification authority (CA). In a web of trust scheme, the signature of a user (your own certificate) or other users ("approval"). In both cases, the signature on the certificate of qualification in the certificate signer that the information, identity and public key belong together. 

Certificates can be used for large-scale use of public key cryptography. Secure exchange of secret keys among users becomes impractical point of the effective impossibility of anything other than very small networks. Public key cryptography makes it possible to avoid this problem. In principle, if Alice wants to be able to send their secret messages, she need only publish his public key. Possession you can then send its information security. Unfortunately, David could publish a different public key (for which he knows the associated private key) claiming that this is Alice's public key. At the same time, David could intercept and read at least some of the messages meant for Alice. But if Alice builds her public key in the certificate and digital signature of a trusted third party (Trent), anyone who trusts Trent can merely check the certificate whether Trent thinks the embedded public key of Alice [7] . In typical public key infrastructure (PKI), Trent will be CA, which is trusted by all participants. In the web of trust, Trent can be any user, and whether to trust this user certification that a particular public key belongs to Alice will be on the person who wants to send a message to Alice. 
In large-scale deployments, Alice may not be familiar with Bob's certificate authority (perhaps they have different CA - if both use employer CAs, different employers will produce this result), so that Bob certificate may also include your public key CA, signed "high level" CA2, which can be recognized by Alice. This process leads in general to a hierarchy of certificates, and even more complex trust relationships. Public key infrastructure refers, mostly on the software that manages certificates in a large-scale environment. In X.509 PKI systems, the hierarchy of certificates is always top-down tree with a root certificate at the top, representing a CA that is "so central to the scheme that it should not be certified by some trusted third party.

The certificate may be revoked if it is found that the associated private key has been compromised, or if the relationship (between the organization and the public key) embedded in the certificate was discovered that incorrect or has changed, it can happen, for example, if a person changes jobs or names. Withdrawal is likely to be rare, but the possibility means that when the certificate is trusted, then the user should always check its validity. This is done by comparing it with the CRL (CRL) - CRL or canceled. Ensuring that such a list to current and accurate is one of the main functions in a centralized public key infrastructure, which requires both staff and budget, and one that's why sometimes not properly done [7] . To be effective, it must be readily available to anyone who needs it, when it is necessary and must be updated frequently. Another way to check the validity of the certificate is a certificate request using the online certificate status protocol (OCSP), to know the status of the certificate.

A certificate typically includes [7]:

1. The public key being signed. 

2. A name, which can refer to a person, a computer or an organization. 

3. A validity period. 

4. The location (URL) of a revocation center. 
IV. What is needed to create a digital signature? 
You'll need to get your personal certificate to sign. Creating the certificate involves creating a public-private key pair and a digital certificate authority. The private key is something you keep for himself. You sign a document with the private key. So, you give your public key to anyone who wants to verify your signature. The process to create your own pair of public-private key is simple and fast, we'll help you through the process [2].
Private Keys: The private key is something you keep for himself. You sign a document with the private key. The public and private keys are mathematically related. Knowing the public key to verify a signature, but does not allow to create new signatures. If your private key is kept "private", then someone could maliciously create your signature on a document without your consent. E 'key to maintaining the secrecy of the private key.
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Fig.2. Digital Signature Process illustrated using Private key

Public Keys:  The public key certificate creates the proof of the signer's identity, using the services of a certification authority. A certificate authority uses a variety of processes to match the particular public key with an individual. You give your public key to anyone who wants to verify your signature [2]. The combination of public key and proof of identity result in a public key certificate - also called the certificate of a signer.
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Fig.3. Digital Signature Process illustrated using Public key
V. Types of digital signatures

With the introduction of new technologies to access more information and the growth of network infrastructures worldwide, the opportunities for the use and abuse of information has increased. A new science of cryptology (the science of secret communications) is designed to inhibit the possibility of exploitation of sensitive data and communications. Cryptology is typically divided into two areas: cryptography and cryptanalysis [3]. Encryption describes the methods used to provide privacy and authenticity of transactions, while the methods used to forge and decipher the codes is called cryptanalysis. Cryptology uses complex mathematical algorithms (called codes or ciphers) to provide a means of processing information in a form of meaningless and incomprehensible to any 'outsider' and return to its original shape. 
VI.  Functions of Digital Signature
Digital Signature is a method to encrypt a message (such as documents, contracts, notifications) to be transferred, the adoption of the protocol and the exchange of data with encryption algorithm. An abstract is produced in this procession. The abstract is as a signature or seal that can be used by the receiver to verify the identity of the sender. The functions of digital signatures: (1) Ensure the integrity of data. Once the message changes a little ', the abstract will change much for the peculiarities of the hash function, so that avoids the message gets distorted. (2) Anti-denibility. Using public key encryption algorithm, the sender can not deny that he sent the message to him has the private key. (3) Avoid receivers forging message that is claimed to be from the sender.
VII. Structure of the Digital Signature System 

The signing of the Protocol is set on the client, and the function of the digital signature is obtained on the client. The center's digital signature verification and digital signature verification protocol is set to the web server, and the function of digital signature verification is made on the web server. The 

timestamp of this system is generated from the web server to avoid the problem of synchronization between client and web server. The system of our client mainly includes a digital signature key card and client software. The client software is the task of communicating with the card key and the web server, producing a one-way hash of a document and encrypt or denouncing a document. Key card stores the seed matrix key, symmetric key algorithm, random number generator and Symmetric key algorithm combined. Key paper deals with generating random numbers calculate the key for digital signature and encryption key of the documents, encrypted hash of the document for signing the document and decipher the results of verification of digital signatures [4].
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Fig. 4. Message Decryption and Verification Process

Web server of our digital signature system mainly includes the digital signature verification center, the database of digital signatures; key seed database of the array and encrypt the card. The digital signature verification protocol created the digital signature. E 'responsible for three tasks [6]. (A) Accept the obligation to return the customer's signature and timestamp to the client.(B) To receive and store the digital signature of documents sent by the client (C) Dealing with the obligation of verifying the digital signature of the customer. The digital signature database stores information comprising primarily useID's signature, the document, the signing of a document, random number and timestamp. The seed key database stores the amount of seed text matrix array of the user. Function encrypt card is similar with the key card. In addition, card stores encrypt a pair of symmetric key and uses it to encrypt or decrypt user seed matrix. The structure of our system of digital signature is as follows [4].
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VIII. Process of  Digital signature

 The digital signature process begins with a mathematical summary (called a hash code) of the control. This hash code is a unique fingerprint identification digital control. If even a single bit of control changes, the hash code will change radically. The next step for creating a digital signature is to sign the hash with the private key. This signed hash is then added to the control [1].How is a signature? Well, the recipient of the check can verify the hash code sent by you, using the public key. At the same time, a new hash code can be created from incoming inspection and compared with the original hash code signed. If the hash codes match, the recipient has verified that the check has not been altered. The recipient also knows that only she could have sent the check because it only has the private key that signed the original hash code.
Confidentiality and encryption: Once the electronic control of a digital signature can be encrypted using a high-speed mathematical transformation with a key that is later used to decrypt the document. This is often referred to as a symmetric key, because the same key is used at both ends of the process. Since the control is transmitted over the network, unreadable without the key. The next challenge is to deliver safely the symmetric key to the bank.
Public-key cryptography for delivering symmetric keys: Public key cryptography is used to solve the problem of providing the symmetric encryption key to the bank safely. To do this, you would encrypt the symmetric key using the public key of the bank. Since only the bank has the corresponding private key, only the bank will be able to recover the symmetric key and decrypt the control. Why use this combination of public and symmetric key cryptography? The reason is simple. public key cryptography is relatively slow and is only suitable for encrypting small amounts of information - such as symmetric keys. Symmetric encryption is much faster and is suitable for encrypting large amounts of information. The following illustration describes what Entrust does behind the scenes to deliver the secure electronic check.
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Fig. 6. Entrust: Behind the Scenes

IX. The Digital Signature Protocol

Here's how it works digitally signed protocol [4]. Suppose that the client is A. (a) Sends the client a web server signing request. Web server's response to the request and return the timestamp TS1 to the client.(b)The customer makes a one-way hash of the document D1.(c) The client sends the hash and timestamp in the magnetic card.(d) First, key card generates random numbers and random numbers R1 R2.sencondly the combined symmetric key algorithm to generate combined magnetic key symmetric key SK1 R1 and R2 SK2 timestamp TS1 and TS1 and timestamp. Third, key card to encrypt the hash with Sky1, so that the customer signs the document D1. Finally, the button sends the hash signature card, sky2, R1andR2 client software.(e)The client encrypts the document with SK2.(f) To the client login center digital signature verification and sends data that includes W ciphertext of D1, the signature hash, userid, sky2, R1andR2 the web server.

X. The Digital Signature Verification Protocol
Here's how the protocol of signature verification works [4]. Suppose that the client requests the document K D1. (a) The K customer login verification of digital signature center (web server) and sends the request for the document D1.(b) Web server receives data from the W signature database and generates random numbers R3, R4 random number and timestamp TS2 (c) Web server receives the ciphertext array of client A key seed and the seed key ciphertext matrix B from the customer database and sends the user's seed these ciphertexts, R1, R2, TS1, TS2, R3, R4 and the hash of the signed document D1 to encrypt card.(d) Card Encrypt decrypt these ciphertexts matrix semi key. The combined symmetric key algorithm in paper combined SK2 Encrypt symmetric key from R2, timestamp TS1 and seed key matrix. Encrypt sk2 card sends the web server software.(e) Web server decrypts the document with SK2 ciphertext and produces one-way hash of D1.then that sends the hash to encrypt card.(f) The combined symmetric key algorithm in paper combined Encrypt symmetric key SK1 R1 and timestamp TS1. Digit card decrypts the signed hash with SK1. If the signed hash matches the hash produced in step5, the signature is valid.(g) The combined symmetric key algorithm in the paper combined SK3 Encrypt symmetric key seed key matrix K, R3 and timestamp TS2. Paper Encrypt encrypts the result of signature verification.(h) Form symmetric encryption key to generate combined SK4 seed key matrix K, R4 and timestamp TS2 and sends the ciphertext of the result of signature verification and SK4 the web server.(i) Web server encrypts the document with SK4 D1, and sends R3, R4, timestamp TS2, the ciphertext of the result of signature verification and D1 'ciphertext to the client K.(j) The card key client k 'generate SK3 and SK4 from R3, R4 and TS2 and deciphers the ciphertext result of signature verification with SK3.(k) If the signature is valid, the client decrypts the ciphertext with D1 SK4. 
XI. This digital signature scheme guarantees three information security properties [5]:
Authentication: The signer is well identified by the private/public key relation. Non-repudiation: The signing party cannot later on deny performing the action, since the private key was used for encryption process. Note that if a symmetric key cryptography was used, the non-repudiation properties could not be guaranteed. Integrity: Since the signature itself is associated to the content to the message, any message alteration would make the signature invalid. This also implies that the signature cannot be copied from one message and applied to another.

XII. Conclusions

Many traditional activities and more recent applications have been recently built huge amounts of electronic transactions, which led to a critical need to protect information from being altered, to ensure the authenticity, and support non-repudiation. Digital signature technology still needs further development. For example, digitally signed document can not be reused by the recipient. If the signed document is checked, then it will be easy for the recipient to re-implement that electronic checks. For this reason, the sender must affix the paper with some specific brands of testing. For example, the sender can keep the time stamp on an electronic document to prevent this event has not occurred [8]. In particular, the sender encrypts the document, which takes time stamp a hash algorithm to generate a summary, and then send a resume to a dedicated agency, the agency will add information about the time of receipt of the document and then add a digital signature of the document and then send back to the user.
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