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ABSTRACT: Rapid growth in multimedia and internet has made the requirement of authentication most critical issue in recent times. Copyright protection requires the detection of illegal copies of original images or text documents or video. Similarly we need some scheme with the help of which we can differentiate between the original and fake images that can be further used in court as evidence. Recently we have some methods available that can be used in cases that we discussed so far, steganography, cryptography and watermarking. It is an active research area to develop effective watermarking scheme for different applications. This paper  is focusing on implementation of secured information model for authentication and copyright protection. 
Though a lot of work has been done in the area of invisible watermarking, relatively less work exists in watermarking for wavelet domain. The next generation compression standard are wavelet based so it is preferable to work in this domain, since domain dependency always gives better robustness against various attacks. Project work is entirely focused on implementation of watermarking scheme for color image authentication and copyright protection in frequency domain. The design is implemented with MATLAB.
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1 INTRODUCTION
Transmission, manipulation and storage of multimedia data are becoming an everyday practice. The rapid evolution of digital technology has led to the need of copyright protection tools [1].The protection and enforcement of intellectual property rights for digital media has become an important issue. In 1998, Congress passed the Digital Millenium Copyright Act (DMCA) which makes it illegal to circumvent any technological measure that protects an owner’s intellectual property rights of digital content [2].

In recent years, the research community has seen much activity in the area of digital watermarking as an additional tool in protecting digital content and many excellent papers have appeared in special issues [3], [4]. Digital watermarking attempts to copyright the digital data that is freely available on the World Wide Web to protect the owner’s rights. As opposed to traditional, printed watermarks, digital watermarks are transparent signatures [5]. They are integrated within digital files as noise, or random information that  already exists in the file. Thus, the detection and removal of the watermark becomes more difficult. Typically, watermarks are dispersed throughout the entire digital file such that the manipulation of one portion of the file does not alter 
the underlying watermark. To provide copy protection and copyright protection for digital audio and video data, two complementary techniques are being developed: Encryption and Watermarking. One more method for data hiding is Steganography. Steganography was basically a way of transmitting hidden (secret) messages between allies.

Internet users frequently need to store, send, or receive private information [6]. The most common way to do this is to transform the data into a different form. The resulting data can be understood only by those who know how to return it to its original form. This method of protecting information is known as encryption. A major drawback to encryption is that the existence of data is not hidden. Data that has been encrypted, although unreadable, still exists as data. If given enough time, someone could eventually unencrypt the data. A solution to this problem is steganography.

Unlike encryption, which is useful for transmission but does not provide a way to examine the original data in its protected form, the watermark remains in the content in its original form and does not prevent a user from listening to, viewing, examining, or manipulating the content. Also, unlike the idea of steganography, where the method of hiding the message may be secret and the message itself is secret, in watermarking, typically the watermark embedding process is known and the message (except for the use of a secret key) does not have to be secret. In steganography, usually the message itself is of value and must be protected through clever hiding techniques and the “vessel” for hiding the message is not of value. In watermarking, the effective coupling of message to the “vessel,” which is the digital content, is of value and the protection of the content is crucial. Watermarking is the direct embedding of additional information into the original content or host signal.

Ideally, there should be no perceptible difference between the watermarked and original signal and the watermark should be difficult to remove or alter without damaging the host signal [2]. In some instances, the amount of information that can be hidden and detected reliably is important.

In this paper we present algorithm for color image authentication and copyright protection and forgery prevention known as watermarks. Figure 1 shows the block diagram for watermarking digital images.
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Figure 1A : Block Diagram of Watermarking Algorithm

1.1 Types of Watermarking 

Figure 1 B shows various ways in which we can watermark information.
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Figure 1 B: Types of Watermarking
2 CURRENT STATE OF ART
Watermarking is the process that embeds data called a watermark or digital signature or tag or label into a multimedia object such that watermark can be detected or extracted later to make an assertion about the object. The object may be an image or audio or video. A simple example of a digital watermark would be a visible" seal" placed over an image to identify the copyright. However the watermark might contain additional information including the identity of the purchaser of a particular copy of the material. In general, any watermarking scheme (algorithm) consists of three parts.
• The watermark.

• The encoder (insertion algorithm).

•The decoder and comparator (verification or    extraction or detection algorithm).
Each owner has a unique watermark or an owner can also put different watermarks in different objects the marking algorithm incorporates the watermark into the object. The verification algorithm authenticates the object determining  both the owner and the integrity of the object.
2.1 DWT of a two dimensional image
The DWT and IDWT for a two dimensional image F(m,n) can be similarly defined by implementing the one dimensional DWT and IDWT for each dimension m and n separately, resulting in the pyramidal representation of an image. This kind of two-dimensional DWT leads to a decomposition of approximation coefficients at level j in four components: the approximation at level j +1, and the details in three orientations (horizontal, vertical, and diagonal). The following figure describes the basic decomposition steps for images.
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Figure 2 Basic decomposition steps for images
During initialization the initial value of the input is cA0 = Image. Applying this principle on images we get the following typical result on the image.
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Figure 3 DWT decomposed Image (a) Original Image (b) 1-Level decomposition (c) 2-Level decomposition

3. PROPOSED WORK 
As we have seen the advantages of DWT technique over DCT technique and spatial domain techniques that It has mutiresolution capability I  have decided to implement secured information model for image authentication and copyright protection using DWT technique and decided to go up to 2nd level decomposition and then applied various attacks.
3.1 Embedding Process

Figure 4 shows the block diagram for watermark embedding process for the proposed algorithm.
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Figure 4 Block Diagram of Watermark Embedding Process

Following Steps describes the way in which the watermark is embedded in this method. 

Step 1 Take the colour image.

Step 2 Separate red frame, green frame and blue frame from the colour image.

Step 3 Take the red frame and convert the image in vectors. 

Step 4 Set the Noise Factor k for embedding. 

Step 5 Read in the watermark message and reshape it into a vector. 

Step 6 Do discrete wavelet transformation of the red frame of the cover image. 

Step 7 {CA , CH , CV, CD}= dwt2(X, „wavelet name‟) computes the approximation co efficient matrix CA and details co efficient matrices CH, CV, CD (horizontal, vertical and diagonal respectively) obtained by wavelet decomposition of the i/p matrix X. The wavelet name string contains which wavelet is applied. 

Step 8 Add PN sequence to H and V components. 

If (watermark = 0)

i.  cH1 = cH1 + k * PN_sequence_h;

ii.  cV1 = cV1 + k * PN_sequence_v;

Step 9 Perform inverse discrete wavelet transformation 

Step 10 Watermarked_imager = 
idwt2{CA,CH,CV, CD, „wavelet name‟, [MC, NC]}; 

Step 11 Repeat step 3 to step 10 for green and blue frame of the cover image.

3.2 Extraction Process
Figure 5 shows the block diagram for watermark extraction process for the proposed algorithm.
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Figure 5 Block Diagram of Watermark Extraction Process

Following Steps describes the way in which the watermark is embedded in this method. 
Step 1 Take the watermarked image.

Step 2 Separate red , green and blue frame from the watermarked image and  convert back the frames of watermarked image to vectors. 
Step 3 Convert the watermark to corresponding vectors. 

Step 4 Initialize watermark vectors to all ones 

      1. Watermark_vector = ones(1,MW*NW) 

          Where, MW = Height of watermark & NW = Width of watermark 

Step 5 Find correlation in H and V components of red, green and blue frames of watermarked image. 

          i correlation_h() = corr2(cH1, pn_sequence_h);

          ii correlation_v() = corr2(cV1, pn_sequence_v);

         iii correlation(watermarked_img) = [correlation_h() + correlation_v()]/2;

Step 6 Compare the correlation with mean correlation 

           If (correlation (bit) > mean (correlation)

           Watermark_vector (bit) =0; 

Step 7 Revert back the watermark_vector to watermark_image. 

4. EXPERIMENTAL ANALYSIS AND RESULTS 
As we can see that as we increase the embedding factor k the robustness of the watermark will be increase which is required for copyright protection and at the same time as we go for 2nd level decomposition of the image the visual quality of the cover image will be good as far as human visual system is concerned which is required for color image authentication. So by observing these parameters I decided to go for DWT 2nd level decomposition and taken embedding factor k = 2 for my secured information model. 

To prove that this model is secured for color image authentication and copyright protection I have applied various attacks like  high pass filtering, compression and low pass filtering and simulation result for these attacks are shown in which prove that the proposed watermarking model is secured for color image authentication and copyright protection.
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5. CONCLUSION 
In the Transform Domain Techniques the color image is first transformed into the frequency domain, then the modifications are done on the transformed image according to the information of the watermark message and at last the modified image is inverse transformed. DCT and DWT techniques that involves the Gain factor K, as the value of K is increased the watermarked image is degraded as far as perceptual visibility is concerned but on the other hand the robustness of the recovered watermark message is increased with the increase in K.

As we can see that for DWT technique as we increase the embedding factor k the robustness of the watermark will be increase which is required for copyright protection and at the same time as we go for 2nd level decomposition of the image the visual quality of the cover image will be good as far as human visual system is concerned which is required for color image authentication. 

To prove that this model is secured for color image authentication and copyright protection I have applied various attacks like high pass filtering, compression and low pass filtering and observe that proposed watermarking algorithm provides high quality watermarked image at the same time we can recover watermark message without using original image which prove that the proposed watermarking model is secured for color image authentication and copyright protection.
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